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Keep in mind that Al tools are becoming
ubiquitous. If you get any type of request
for your money, for sensitive data or for
you to urgently perform any other actions,
stop before you act. This includes calls that
seem to be from family or friends sounding
frantic and claiming that they have been
kidnapped, are being held in jail, have
been in a car accident, or have suffered
some other disaster. Al tools can sound
and look very convincing. Call the
purported requestor to see if it was really
them who asked you for the information
and/or action.

Don't forget about
) physical security.

When people increase digital vigilance

for security and privacy risks, physical
risks often get put on the back shelf. You

must still physically secure information
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Ahmet Aksoy is a certified network forensic analyst and
assistant professor in the Department of Computer Science
and Cybersecurity at UCM. He leads the university's
Networking and Machine Learning Lab (netML) and
conducts research into network traffic fingerprinting,
incident classification, host profiling, genetic algorithms
and more. He offers this “PROfessor TIP” on the benefits
of automated security.

Ahmet Aksoy

“In the dynamic and complex digital landscape, the importance of automated
cybersecurity cannot be overstated. Consider the constant threat posed by malicious
entities employing tactics like Denial of Service (DoS) attacks. These digital adversaries
confinually adapt, making manual detection methods inadequate. Automated
cybersecurity emerges as a crifical solution, leveraging advanced techniques to
autonomously detect between benign and malicious adivities.

Imagine a world where our defenses are equipped with innovative technologies
capable of identifying and preventing cyber threats in real time. Research sheds light
on the pressing need for such automated approaches where machine learning and
genetic algorithms could take the lead against evolving tacfics, from Do$ attacks to
fastflux techniques.

As we navigate an era of interconnected systems, the conversation surrounding
automated cybersecurity becomes pivotal. It prompts us to reflect on the necessity of
proactive and adaptive defenses, safequarding our digital ecosystems from relentless
and ever-evolving cyber threats.”

Hear an interview with Ahmet Aksoy at cybersecurityguide.org/
expert-interviews/ahmet-aksoy.
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